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Abstract: Cloud computing becomes increasingly popular for data owners to outsource their data to public 

cloud servers while allowing intended data users to retrieve these data stored in cloud. This kind of computing 

model brings challenges to the security and privacy of data stored in cloud. Attribute-based encryption (ABE) 

technology has been used to design fine-grained access control system, which provides one good method to 

solve the security issues in cloud setting. However, the computation cost and cipher text size in most ABE 

schemes grow with the complexity of the access policy. Outsourced ABE (OABE) with fine grained access 

control system can largely reduce the computation cost for users who want to access encrypted data stored in 

cloud by outsourcing the heavy computation to cloud service provider (CSP). However, as the amount of 

encrypted files stored in cloud is becoming very huge, which will hinder efficient query processing. To deal 

with above problem, we present a new cryptographic primitive called attribute-based encryption scheme with 

outsourcing key-issuing and outsourcing decryption, which can implement keyword search function (KSF-

OABE). The proposed KSF-OABE scheme is proved secure against chosen-plaintext attack (CPA). CSP 

performs partial decryption task delegated by data user without knowing anything about the plaintext. 

Moreover, the CSP can perform encrypted keyword search without knowing anything about the keywords 

embedded in trapdoor.  

Keywords: attribute-based encryption, cloud computing, keyword search, outsourced key-issuing, outsourced 

decryption. 

 
1. Introduction 

Cloud computing is a new computation model in which computing resources is regarded as service to 

provide computing operations. This kind of computing paradigm enables us to obtain and release computing 

resources rapidly. So we can access resource-rich, various, and convenient computing resources on demand [1]. 

The computing paradigm also brings some challenges to the security and privacy of data when a user outsources 

sensitive data to cloud servers. Many applications use complex access control mechanisms to protect encrypted 

sensitive information. Sahai and Waters [2] addressed this problem by introducing the concept for ABE. This 

kind of  new public-key cryptographic primitive enables us to implement access control over encrypted files by 

utilizing access policies associated with cipher texts or private keys. Two types of ABE schemes, namely key-

policy ABE (KPABE) [3-8] and cipher text-policy ABE (CP-ABE) [9-15] are proposed. For KP-ABE scheme, 

each cipher text is related to a set of attributes, and each user‘s private key is associated with an access policy 

for attributes. A user is able to decrypt a cipher text if and only if the attribute set related to the cipher text 

satisfies the access policy associated with the user‘s private key. For CP-ABE scheme, the roles of an attribute 

set and an access policy are reversed. Bethencourt [9] et al. provided a CP-ABE scheme, which ensures 

encrypted data is kept confidential even if the storage server is un trusted. In order to withstand collusion attack 

and avoid sensitive information leakage from access structure, Qian et al. [11] proposed a privacy-preserving 

decentralized ABE scheme with fully hidden access structure. Deng et al. [12] constructed a cipher text-policy 

hierarchical attribute based encryption (CP-HABE) with short cipher texts, which enables a CP-HABE system 

to host many users from different organizations by delegating keys. In CPABE scheme, a malicious user maybe 

shares his attributes with other users, which might leak his decryption privilege as a decryption black box due to 

financial profits. In order to solve above problem, Cao et al. [13-15] presented some traceable CP-ABE 

schemes, which can find the malicious users who intentionally leak the partial or modified decryption keys to 

others. Some schemes [26-28] have been proposed to focus on the above problems. Qian et al. [26] provided a 

privacy preserving personal health record by utilizing multi-authority ABE.  

 

2. Preliminary Knowledge 
We give some definitions and review related cryptographic knowledge about bilinear pairing, 

complexity assumption, access structures, and secret sharing scheme that our scheme relies on.   
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2.1 Notations 
Table1 lists some notations utilized in this paper.  

TABLE 1 Notations 

Acronym Description 

TA Trusted Authority 

KG-CSP Key generation cloud service provider 

D-CSP Decryption cloud service provider 

S-CSP Storage cloud service provider 

DO Data owner 

DU  Data user 

 
2.2 Bilinear Pairing 
Let G₁  and G₂  be multiplicative cyclic groups with prime order p. Suppose g is a generator of G₁ .  e : 

G₁ ×G₁ → G₂   is a bilinear map if it satisfies the following properties:  

1) Bilinearity: For all u,v ϵ G₁, e(uᵃ,vᵇ) = e (u,v)ᵃᵃ, where a,b ϵ Z  aare selected randomly. 

2) Non degeneracy: There exists u,v  aG₁  such that e(u,v) ≠1.   

3) Computability: For all u,v ϵ G₁, there is an efficient algorithm to compute e(u,v). 

 

2.3 Access Structures 

Definition2 (Access Structure) [16]. Suppose {p₁,...p }a are a set of parties. A collection A⊆2{𝑝1,…,𝑝𝑛 } is 

monotone if,  BϵA and B⊆C then CϵA. A monotone access structure is a monotone collection A which is a 

nonempty subset for {p₁,...,p }a. The set in A is called an authorized set, and the set out of A is called an 

unauthorized set. Let ω and A be an attribute set and access policy. A predicate ϒ(ω,A) is defined as follows: 

ϒ(ω,A)ϵ{0,1}, if ωϵA , the value of ϒ(ω,A) equals to 1, else the value is 0. 

 

2.4 Secret Sharing Scheme 
The secret sharing scheme [33] used in our paper is based on Lagrange interpolation method. The 

Lagrange interpolation formula is as follows:  

P (ax) = 𝑛𝑘=0 𝑙 𝑘 (𝑥 )𝑦𝑘  =  𝑛𝑘=0 ( 𝑛
𝑗 =0

𝑥−𝑥 𝑗

𝑥𝑘−𝑥 𝑗
)𝑦𝑘 , where lĸ(x)  is known as Lagrange coefficient and called 

basic function, the Yĸ is known as the interpolated function of k
th

 insertion point used for sharing the secret. The 

n-degree polynomial Pᵃ(x) can be reconstructed through n+1 insertion points. The value of Pᵃ(0) will be kept 

as secret. In this paper, we select a random d-1 degree polynomial Pd-1(x). The k insertion points are known as k 

attributes. We restore the (d-1) degree  polynomial Pd-1(x) through d shares yᵃ and the lagrange coefficient 

which is denoted as   

 ∆ᵢ, ₛ=  𝑗 𝜖 𝑠
𝑥−𝑗

𝑖 −𝑗
 where ᵃsᵃ=d. We obtain the secret Pd-1(0) by computing Pd-1(0)= ᵢ𝜖 𝑠 ∆ᵢ, (s0). 𝑦 ᵢ. 

 

3 KSF-OABE Scheme 
Our scheme is based on the OABE proposed in [16]. We use tree-based access structure described as in 

[16]. A is an tree-based access policy bound up with user private key, ω is an attribute set embedded in cipher 

text, U is the attribute universe, and d is a threshold value set in advance. If ϒ (ω , A) = 1, S is a attribute set 

which satisfies S ⊆ { ω ∩ A} ∧ ǀ S ǀ=d. Based on the structure of the above, we add a function called keyword 

search function [28].  

Set up (λ): TA chooses multiplicative cyclic groups G1, G2 with prime order p, g is a generator of G1. TA selects 

a bilinear map e : G₁ ×G₁ → G₂   and defines the attributes in U as values in Zp . For simplicity, we set n = ǀ U ǀ 
and take the first n values in Zp to be the attribute universe. TA randomly selects an integer x ϵ Zp , computes 

g1= g
x
 , and chooses g2,h,h1,..,hn ϵ G1 randomly where n is the number of attributes in universe. H1 : {0,1}* → 

G1 and H2 : G2 → {0,1}
log p

 are two secure hash functions. TA publishes PK = (G1, G2, g, g1, g2, h, h1,..hn, H1, 

H2)  as system public parameter, and keeps the master secret key MSK = x secret. 

OABE-KeyGeninit (A,MSK): Upon receiving a private key request on access policy A, TA selects x1ᵃZp 

randomly and computes x2=x–x1 mod p. OKKGCSP=x1  is sent to KG-CSP to generate outsourcing private key 

SKKGCSP . OKTA= x2 is used to generate local private key SKTA at TA side. 

OABE-KeyGenout(A,OKKGCSP): TA sends OKKGCSP to KGCSP for generating outsourcing private key SKKGCSP. 

Upon receiving the request on (A,OKKGCSP), KG-CSP chooses a (d-1)degree polynomial q(.) randomly such that 

q(0) = x1. For i ϵ A, KG-CSP chooses ri ᵃ Zp  randomly, and computes di0=𝑔2
𝑞 (𝑖 )

 (𝑔1ℎ 𝑖 )𝑟 𝑖  and di1=𝑔
𝑟 𝑖 . KG-

CSP sends outsourcing private key SKKGCSP = {di0, di1}iᵃω to TA.  
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OABE-KeyGenin(OKTA): TA takes OKTA as input and computes dᵃ0 = 𝑔2
𝑥 ₂

 (𝑔1ℎ )𝑟 𝜃and dθ1=𝑔
𝑟 𝜃  , where rθ ᵃ Zp 

is selected randomly, θ is the default attribute. TA sets private key SK = (SKKGCSP, KTA), where SKTA = { dθ0, 

dθ1} TA responses the user with SK by secure channel.  

 KSF-KeyGen(PK,MSK,A,qBF): To get a query private key of DU with access policy A, DU and TA interacts as 

follow:  

—DU chooses a blinding factor BF = u ϵ 𝑍𝑝
∗  randomly, and provides a commitment qBF = 𝑔2

1

𝑢  and an access 

policy A to TA. DU keeps u secret.  

—TA retrieves (𝑔1ℎ )𝑟 𝜃  corresponding to A, and computes a query private key QK = 𝑔2

𝑥

𝑢(𝑔1ℎ )𝑟 𝜃  for the DU.  

—TA sends the query private QK to DU by secure channel.  

Encrypt(M,PK,ω): It takes as input a message M ᵃ G2, the public parameters PK and an attribute set ω 

associated with cipher text. DO randomly selects s ᵃ Zp and calculates C0 = Me(g1,g2)
s
,C1=g

s
,Ci=(g1,hi)

s
 for each 

iᵃω, Cθ=(g1,h)
s
. DO outputs the cipher text with attribute set ω, where CT=(ω ∪ {θ},C0,C1, {Ci}iᵃω‘,Cθ). 

Index(PK,CT,KW): DO selects r ᵃ Zp randomly and runs the index generation algorithm to compute ki = 

e(g1,g2)
s
.e(g,H1(kwi))

s
 ᵃ G2 for each kwi ᵃ KW where i = 1,..,m. DO outputs the indexes of keywords set as 

IX(KW)=(K1,K2,Ki) for kwi ᵃ KW where K1=C1=g
s
,  

K2=Cθ = (g1h)
s
,  Ki =H2(ki) . DO uploads the tuple (CT, IX(KW)) to the S-CSP.  

Trapdoor (PK,QK,BF,kw) : In order to generate a trapdoor for a keyword kw , DU computes Tq(kw) = 

H1(kw)QK
u
 , and sets I = (Ii0 = di0, Ii1 = di1) for all i ᵃ A , D1 = 𝑑𝜃1

𝑢 . DU sets trapdoor for the keyword kw as 

Tkw  = (Tq(kw),I,D1) 

Test(IX(KW),Tkw,CT ): DU submits a keyword search request by sending a trapdoor Tkw for keyword kw along 

with an access policy A which is bound up with private key for DU. If the attribute set embedded cipher text 

satisfies the access policy A, D-CSP downloads all those cipher texts and executes partial decryption for them. 

D-CSP computes: QCT = 
 𝑖𝜖𝑠 𝑒 (𝑐 1,𝐼 𝑖 0)∆𝑖 ,𝑠 (0)

 𝑖𝜖𝑠 𝑒 (𝐼 𝑖 1,𝑐 𝑖 )∆𝑖 ,𝑠 (0)  = 𝑒 (𝑔,𝑔2)𝑠 𝑥1  

D-CSP searches for the corresponding cipher text CT related to the appointed index of keywords through 

submitted trapdoor Tkw. D-CSP computes:  

Kkw = 
𝑒 (𝐾1,𝑇𝑞 (𝑘𝑤 ))

𝑒 (𝐷1,𝐾2)
 = e (g1,g2)

s
.e(g,H1(kw))

s
, and H2(kkw).  

D-CSP obtains the matching cipher text by comparing H2(kkw) with each tuple(CT,IX(KW)) stored in S-CSP. D-

CSP tests whether H2(ki) = H2(kkw) for each kwi ᵃ KW. D-CSP outputs ┴ if does not find matched tuple, 

otherwise D-CSP sends the search result that includes the tuple (CT, IX(KW)) and partial decryption data QCT to 

DU. 

Decrypt (PK,CT,QCT,SKTA) : Upon receiving the QCT and the CT from D-CSP, DU can completely decrypt the 

cipher text and obtain the message M = 
𝐶0.𝑒 (𝑑𝜃1,𝐶𝜃 )

𝑄𝐶𝑇 .𝑒 (𝐶1,𝑑𝜃0)
 . The proposed KSF-OABE construction is correct as the 

following equations hold QCT = 
 𝑖𝜖𝑠 𝑒 (𝐶1,𝐼 𝑖 0)∆𝑖 ,𝑠 (0)

 𝑖𝜖𝑠 𝑒 (𝐼 𝑖 1,𝐶𝑖 )∆𝑖 ,𝑠 (0) = 
 𝑖𝜖𝑠 𝑒 (𝑔𝑠 ,𝑔2

𝑞 (𝑖 )
(𝑔1ℎ 𝑖 )𝑟 𝑖 )

∆𝑖 ,𝑠 (0)

 𝑖𝜖𝑠 𝑒 (𝑔𝑟 𝑖 ,(𝑔1ℎ 𝑖 )𝑠 )
∆𝑖 ,𝑠 (0)  

𝑒 (𝑔,𝑔2)𝑠
 𝑖𝜖𝑠 𝑞 (𝑖 )∆𝑖 ,𝑠 (0) 𝑖𝜖𝑠 𝑒 (𝑔𝑠 ,(𝑔1ℎ 𝑖 )𝑟 𝑖 )

∆𝑖 ,𝑠 (0)

 𝑖𝜖𝑠 𝑒 (𝑔𝑟 𝑖 ,(𝑔1ℎ 𝑖 )𝑠 )
∆𝑖 ,𝑠 (0)  =  𝑒 (𝑔,𝑔2)𝑠 𝑥1  

Kkw = 
𝑒 ((𝐾1,𝑇𝑞 (𝑘𝑤 ))

𝑒 (𝐷1,𝐾2)
 = 

𝑒 (𝑔𝑠 ,𝐻1(𝐾𝑊)𝑄𝐾𝑢 )

𝑒 (𝑑𝜃1
𝑢 ,(𝑔1ℎ )𝑠 )

 = 
𝑒 (𝑔𝑠 ,𝐻1(𝑘𝑤 )𝑔2

𝑥 (𝑔1ℎ )𝑟 𝜃𝑢)

𝑒 (𝑔𝑟 𝜃𝑢 ,(𝑔1ℎ )𝑠 )
 

= 
𝑒 (𝑔𝑠 ,(𝑔1ℎ )

𝑟 𝜃𝑢𝑒 (𝑔,𝐻1(𝑘𝑤 ))𝑠 𝑒 (𝑔,𝑔2)𝑠𝑥

𝑒 (𝑔𝑟 𝜃𝑢 ,(𝑔1ℎ )𝑠 )
 = e(g1,g2)

s
.e(g,H1(kw))

s 

M = 
𝐶0.𝑒 (𝑑𝜃1,𝐶𝜃 )

𝑄𝐶𝑇 .𝑒 (𝐶1,𝑑𝜃0)
 = 

𝑀𝑒 (𝑔1,𝑔2)
𝑠
𝑒 (𝑔𝑟 𝜃 ,(𝑔1ℎ )𝑠 )

𝑒 (𝑔,𝑔2)
𝑠 𝑥1𝑒 (𝑔𝑠 ,𝑔2

𝑥2(𝑔1ℎ )𝑟 𝜃 )
  

= 
𝑀 𝑒 (𝑔1,𝑔2)

𝑠
𝑒 (𝑔𝑟 𝜃 ,(𝑔1ℎ )𝑠 )

𝑒 (𝑔1,𝑔2)
𝑠
𝑒 (𝑔𝑠 ,(𝑔1ℎ )𝑟 𝜃 )

 = M 

 

4 Security Proof 
The first challenge of our construction on security and privacy is to defend the conspiracy attack from 

dishonest users and D-CSP. The conspiracy attack can be resisted because the master key x is randomly divided. 

We assume that there are two users who submit request on the generation of private keys. The master key x are 

randomly divided into two parts twice, and we get the splits (x1, x2) and (x1', x2'). We have x1 + x2 = x mod p and 

x1' + x2' = x mod p. We use x1, x1' to generate the outsourcing private key SKKGCSP, SKKGCSP'. X2, x2'
 
are used to 

generate corresponding local private key SKTA, SKTA' respectively. If and only if SKKGCSP matches SKTA, or 

SKKGCSP' matches SKTA', the cipher text will be fully decrypted. Although the dishonest users collude with S-
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CSP and D-CSP to get all SKKGCSP of users, they still aren‘t able to forge a valid private key SK of any user. We 

consider the security against Type I adversary here.   

 

Theorem 1. The proposed KSF-OABE scheme with keyword search function is secure against chosen-plaintext 

attack launched by Type I adversary in selective model under DBDH assumption.  

Proof. Assume that A is an Type I adversary that can break the proposed scheme, we can build an algorithm B 

that uses A as a sub-algorithm to solve the DBDH problem as follows. H1(.), H2(.) are defined as random 

oracles.  

Setup: Algorithm B receives a challenge attribute set ω*  

 From A,B sends ω* to challenger C as its challenge attribute set. Challenger C gives B the public parameter  

(X=g
x
,Y=g

y
,Z=g

z
). Algorithm B sets g1=X,g2=Y and h= 𝑔1

−1g
-α

 where α is selected from Zp randomly. For each 

i ϵ ω*, B selects αi ϵ Zp  randomly and sets hi = 𝑔1
−1g

-αi
, For each i ϵ ω*. B also chooses two collision resistant 

hash functions where  

H1 : G2 → {0,1}
log p

. B sends the public parameter (g, g1, g2, h, h1, H1, H2) to A .   

Query phase 1: The algorithm B initializes an empty table T. The adversary A makes any of the following 

queries adaptively:  

H1, H2 -query. The adversary A can ask the random oracles H1or H2 at any time. In order to answer H1 queries, 

the algorithm B maintains a list <kwi,βi,bi,ci> called H1-list. The list is initially empty. When the adversary A 

asks the random oracle H1 at the point of kwi  ϵ {0,1}
*
, the algorithm B returns as follows:  

a. If the kwi has already existed in the H1-list <kwi, βi,bi,ci>, algorithm B responds with H1(kwi) = βi 

where βi ᵃ G1. 

b. Otherwise, algorithm B generates ci ϵ {0,1} by flipping a coin and picks a bi ᵃ Zp randomly. If  

ci = 0, B computes βi←g2𝑔
𝑏 𝑖  ϵ G1. Else, B computes βi ← 𝑔𝑏 𝑖  ᵃ G1.  

c. The algorithm B adds the tuple <kwi,βi,bi,ci> to the H1 -list and sets H1(kwi) = βi sends βi to A.  

Similar to H1-queries, the adversary A can issue a query on H2 at any time. In order to respond to the query 

H2(ki) on ki , the algorithm B maintains a list for the tuple <ki, Ii> called H2-list. The list is also initially empty. If 

the query on ki exists in H2-list. B responds Ii to A. Otherwise, B randomly picks for every Ii ᵃ {0,1}
log p

 for 

every ki and sets H2(ki) = Ii. Algorithm B adds the pair (ki, Ii) to H2-list. B sends Ii to A.  

OABE-KeyGenout query. Upon receiving the query of private key SKKGCSP on A, B checks if the tuple (A, 

SKKGCSP,.,.,.) exists in T. If so, B returns SKKGCSP to A. Else, if ᵃ A ∩ ω* ᵃ < d, the algorithm B picks x2 ᵃ Zp 

randomly and defines three sets Г, Г' and S, where Г = A ∩ ω*, ǀ Г' ǀ = d-1,  , Г ⊆ Г' ⊆ A and S = Г' ∪ {0} . 

Then, for each i ᵃ Г', B computes di0 = 𝑔2
𝑇𝑖  (g1hi)

ri
 and di1 = g

ri
 where 𝑇𝑖  , ri ᵃ Zp are selected at random. For 

each I ᵃ A\Г', We have ri = -y ∆0,𝑠 (i)+ri' implicitly. B sets  

di0 = 𝑔2

 𝑗𝜖 Г᾽ ∆𝑗 ,𝑠 (𝑖 )Г𝑗 −(𝑥2+𝛼𝑖 )∆0,𝑠 (𝑖 )
(𝑔1ℎ 𝑖 )𝑟 𝑖

′
 and  

di1 = 𝑔2

−∆0,𝑠 (𝑖 )
𝑔𝑟 𝑖

′
 by choosing ri' ᵃ Zp randomly. B stores the partial private key in table T. Otherwise, B 

outputs ┴ and terminates the game.  

OABE-KeyGenin query. Upon receiving a private key query for A with ᵃ A ∩ ω* ᵃ < d, the algorithm B 

checks if the tuple (A,.,SK,.,.) exists in T. If so, B returns SK to A. Else, if  x2 for such tuple has not been 

selected in OABE-KeyGenout query, B picks x2 ᵃ Zp randomly and obtains SKKGCSP which is similar to out 

OABE-KeyGenout query (i.e., ᵃ A ∩ ω* ᵃ < d). Algorithm B computes SKTA = {dθ0 = 𝑔2
𝑥2(𝑔1ℎ )𝑟 𝜃 , dθ1=𝑔

𝑟 𝜃} , 

where 𝑟 𝜃  ᵃ Zp is selected at random. B adds (A,SKKGCSP,K,.,.) into T and returns SK = (SKKGCSP, SKTA) to A.  

 

5 Performance Analysis 

5.1 Complexity Analysis 
In Table 2 and Table 3, we briefly compare our scheme with the work in [16,17,27]. 

PK,MK,SK,CT,TK,RK,CT‘ represent the size of public key, master key, private key, cipher text length, 

transform key, retrieving key and transformed cipher text excluding the access structure respectively. 

Additionally, Encrypt, Transform, Decryptout, Decrypt denote the computational costs of the algorithms 

encryption, transformation, outsourcing decryption, decryption respectively. ᵃG1ᵃ, ᵃGTᵃ, ᵃZpᵃ denote the 

bit length of the elements belong to G1, GT, Zp, kG1, kCe, kH denote the k -times calculation over the group G1, 

pairing and hash function. Let U = {att1,…, attn} be the attribute universe. N1 and N2 are amount of the attributes 

associated with cipher text and private key respectively. K is the number of keywords associated with a cipher 

text. As the operation cost over Zp is much less than group and pairing operation, we ignore the computational 

time over Zp. 

Table 2 Size of each value 
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 PK MK SK CT TK RK CT’ 

LCL13[16] (n+4)ǀ G1ǀ ǀ Zp ǀ 2N2 ǀG1ǀ (N1+2) ǀG1ǀ + ǀGTǀ 2(N2-1)ǀG1ǀ 2 ǀG1ǀ 2ǀG1ǀ+2ǀGTǀ 

LHL14[17] (n+4)ǀ G1ǀ ǀ Zp ǀ 2N2 ǀG1ǀ+ 
ǀZpǀ 

(N1+2) ǀG1ǀ + ǀGTǀ 2N2 ǀG1ǀ ǀ Zp ǀ ǀGTǀ 

GHW13[27] 4ǀ G1ǀ ǀ Zp ǀ none N1+1)ǀG1ǀ+ǀGTǀ+nǀZpǀ 2N2 ǀG1ǀ ǀ Zp ǀ 2ǀGTǀ 

Our scheme (n+4)ǀ G1ǀ ǀ Zp ǀ 2N2 ǀG1ǀ (N1+4) ǀG1ǀ+(1+K) ǀGTǀ 2N2 ǀG1ǀ ǀ Zp ǀ 2ǀGTǀ 

 

Table 3 Computational cost 

 Encrypt Transform Decryptout Decrypt 

LCL 13[16] Ce+2GT+(3+2N1)G1 None 2N1Ce+(2N1+1)GT 2Ce+3GT 

LHL 14[17] Ce+2GT+(3+2N1)G1 2N2G1 2(N1+1)Ce+(2N1+3)GT 3GT 

GHW 13[27] Ce+(N1+1)G1+3GT+N1H 2N2G1 (N1+1)Ce+2N1G1+N1GT 2GT 

Our scheme (1+K)Ce+2(1+K)GT+(3+2N1)G1+KH 4G1 2(N1+1)(Ce + GT) 2Ce+3GT 

 
5.2 Efficiency Analysis 

We compared the performance of the four stages in our scheme with the scheme [16] as figures below. 

Our experiment is simulated with the java pairing-based cryptography (JPBC) library version 2.0.0 [35], which 

is a port of the pairing-based cryptography (PBC) library [36] in C. When selecting a secure elliptic curve, two 

factors should be considered: the group size l of the elliptic curve and the embedding degree d. To achieve the 

1024-bit RSA security, these two factors should satisfy l ×d ≥ 1024. We implement our scheme on 

Type A curve y2
 = x

3
 + x, where p is 160 bits, l = 512. We select SHA as the hash function. We implement 

our scheme and the scheme [16] on a Windows machine with Intel Core 2 processor running at 2.13 GHz and 

4G memory. The running environment of our experiment is Java Runtime Environment 1.7 (JRE1.7), and the 

Java Virtual Machine (JVM) used to compile our programming is 32 bit (x86) which brings into correspondence 

with our operation system.  For simplicity, we assume that DU submits one keyword and obtains one partial 

decryption data to be decrypted fully in our system.  

From Fig. 2(a) and Fig. 2(c), we see that the computation costs at the stages of Setup and Encryption 

grow linearly with the amount of the attribute in both systems and the computation costs in our scheme which is 

similar to the scheme [16]. Fig. 2(b) shows that the computation cost at the stage of KeyGen for KG-CSP grows 

linearly with the amount of the attributes in the system, but the computational cost for TA just keeps in a low 

level. The computation costs in our scheme are similar to the scheme [16] on both TA and KG-CSP side. Fig. 

2(d) shows that the computation cost at the stage of Decryption for DU grows linearly with the amount of data 

belong to the DU in the system for scheme [16], but the computational cost in our system keeps in a low level. 

 

6 Conclusion 
In this article, we propose a CP-ABE scheme that provides outsourcing key-issuing, decryption and 

keyword search function. Our scheme is efficient since we only need to download the partial decryption cipher 

text corresponding to a specific keyword. In our scheme, the time-consuming pairing operation can be 

outsourced to the cloud service provider, while the slight operations can be done by users. Thus, the 

computation cost at both users and trusted authority sides is minimized. Furthermore, the proposed scheme 

supports the function of keywords search which can greatly improve communication efficiency and further 

protect the security and privacy of users. Actually, we are easy to extend our KSF-OABE scheme to support 

access structure represented by tree in [9]. 

 

7 Future Work 
Verifiability is an important feature of KSF-OABE, so one of our future works is to construct KSF-

OABE which can provide verifiability. Furthermore, our scheme was only RCCA secure in the random oracle 

model, hence constructing KSF-OABE which is CCA secure in the standard model is another future work.  
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